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SAEAUT SNMP OPC Server support Windows Scripting - JScript.

The purpose of the article is to introduce and give useful
recommendations how to use the SAEAUT SNMP OPC Server
for processing of SNMP data utilizing standard Windows
Scripting - JScript.

Introduction

In typical SNMP usage, there are a number of systems to be managed, and one or more
systems managing them (see below in the Figure 1). A software component called an agent
runs on each managed system and reports information via SNMP to the managing systems.
Data contained in the agent database depends on the specific function of the devices.
Description of these data is made via standard called MIB (Management Information Bases).

The company SAE—-Automation, Ltd. has brought on the market very powerful management
system called SAEAUT SNMP OPC Server and popularity of this management system is
each day increasing.
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Figure 1: The SNMP communication between SNMP manger and SNMP agents.
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Finally, this document should perform as a user guide which will introduce the basic SNMP
terms (manager, agent, MIB, Trap, etc.) and show you step-by-step, how to use the
SAEAUT SNMP OPC Server which acts as SNMP manager for processing of SNMP data
utilizing standard Windows Scripting - JScript.

Windows Scripting - JScript

JScript is an interpreted, object-based scripting language. JScript is more than sufficiently
powerful for its intended purposes.

JScript is a loosely typed language. Loosely typed means you do not have to declare the
data types of variables explicitly. In fact, JScript takes it one step further. You cannot
explicitly declare data types in JScript. Moreover, in many cases JScript performs
conversions automatically when needed. For instance, if you add a number to an item
consisting of text (a string), the number is converted to text.

For full details of the language implementation, please see the JScript Language Reference
(Windows Scripting - JScript).

The SAEAUT SNMP OPC Server hosts a script engine in order to enable people to write
own scripts to customize and extend application functionality according to customer’s
requirements.

Prerequisites for utilizing JScript in the SAEAUT SNMP OPC Server

JScript scripts can run only in the presence of an interpreter or "host", such as Active Server
Pages (ASP), Internet Explorer, or Windows Script Host.

Windows Script Host is distributed and installed by default on Windows 98 and later versions
of Windows. It is also installed if Internet Explorer 5 (or a later version) is installed.

However, if the script engine is not working correct on your computer there is a possibility to
download the relevant version of installation package for the Windows Scripting from the
Microsoft download Centre.
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Using JScript in the SAEAUT SNMP OPC Server

The SAEAUT SNMP OPC Server provides the possibility extra processing of the data
obtained from SNMP agents using JScript (see below in the Figure 2).
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Figure 2: The binding variables are matched with the OPC items in the SAEAUT SNMP
OPC Server.

The SAEAUT SNMP OPC Server enables using of JScript in two ways:
¢ It enables to define an OPC item as Data Item that value can be pre-processed using
JScript. If you want to use scripting for pre-processing value then check the Use
script check-box. Example of using scripting in a Data Item is shown in Figure X.

¢ |t enables to define an OPC item as pure Script Item (see below in the Figure 3 and
Figure 5).

In addition, the SAEAUT SNMP OPC Server enables to define special Global Jscript
variables which can be used for data storage in the custom script functions.
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Figure 3: Example of creation of a new Script Iltem.

The SAEAUT SNMP OPC Server allows users to write arbitrary scripts. This feature
provides to users wide possibility to customize this product.

The most useful types of scripts:

- sending e-mails,

- sending SMS, MMS,

- reading from/writing to database,
- calling specific ActiveX controls,
- etc.

The SAEAUT SNMP OPC Server allows users to preprocess data on the server side,
before they are provided to clients.

The server offers simple built-in editor where the scripts can be modified and executed (see
below in the Figure 4).
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Script

funetion OnltemBead CountOfEMIZgroup ()
i
war strConString = 'Provider=MNicrosoft.Jet .OLEDE.4.0: Dats
war okbhjConnection = new ActiveXObhject (TLDODE. Connection™)
war objBRecordset = new ActiveXObhject (TADODE.Recordset™)
war striglouery = "IELECT + FROM CounterThl WHERE id=1:%:

ochijConnection.Open(strConstring)
ockhijFRecordset .. Open(strSglouery, okbjConnection, 1, 1, 0O):

war nCount = obijRecordset.Fields. Item("cRecipientGroupsT)
war sStrRet fCount of Group in SME config is @0 " 4+ nCount:!

objRecordset.Close () !
obiConnection.Close () ;

return strRet:
i

£ *

MOTE: Uze Chrl pluz Tab to make paragraph indentation of the text af the script.

Figure 4: Snapshot from a simple editor for writing of scripts built-in the SAEAUT SNMP
OPC Server Configurator.

A customer can define script logic completely according to his/her requirements. E.g.
Sending of an e-mail to an e-mail address depend on script logic.

Example of using the SAEAUT SNMP OPC Server for sending e-mail
via JScript

In this example is sending of e-mails implemented using Script Item. Definition of the
SendEventEmail script item is shown in the Figure 5. This item exploits one SNMP variable
called sysUpTime (.1.3.6.1.2.1.1.3.0). The SAEAUT SNMP OPC Server periodically obtains
the current value of the sysUpTime variable from a SNMP Agent. This current value is
passed to the script function as the OnTime input parameter. This OnTime input parameter
can be processed in the script according to the user requirements.

In this example, the OnTime parameter value is compared with a user defined value (e.g.
59s). If compared values are equal then a user defined e-mail is sent to specific e-malil
address. For sending of e-mails from JScript, it can be used for instance ActiveX object
entitled Outlook.Application (see below in the Figure 6).
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This example is very useful if a customer want to be permanently notified about the current
state of something (e.g. if a device is still running). The notification of the customer is solved
via sending e-mails. Sending of an e-mail to an e-mail address depend on script logic.

Note that:

In script functions is possible to use together various SNMP variables. Each variable has got
own unique symbolic name.

i SNMPConf - SNMPOpcServerConfigurator,
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Figure 5: Example of a script item: The SendEventEmail sends e-mail to a specific address.
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Script

function SendMail (inTolist, inCelist, inBCelist, indubject, inlM -
i
war thelpp, theNamelpace, theMailltem:
war thelpp = new ActiveXObject [("Outlook.ipplication™):
war thelamelpace = theldpp.GetNamelpace ("HLFIT™) .CurrentlUser
war theMailltem = thelpp.Createltem(0) !

theMailltemwm.To = inTolList:
theMailltem. CC inCelist:
theMailltemwm.BCC = inEBECclList:
theMailltem.3ubject = inJubject;
theMailltem.Body = inM=ag:;
theMailltem.3end () ;
thelNameipace . Logoff:;

£ *

MOTE: Uze Chrl pluz Tab to make paragraph indentation of the text af the script.

Figure 6: Example of a script: For sending of e-mails from JScript, it can be used for
instance ActiveX object entitled Outlook.Application

Example of using the SAEAUT SNMP OPC Server for archiving of
real process data to database systems via JScript

JScript can be used also for reading and writing data from/to a database. For this goal are
very often used ActiveX objects entitled ADODB.Connection and ADODB.Recordset (see
below in the Figure 7). Using mentioned objects in the SAEAUT SNMP OPC Server; we
obtain immediately possibility to connect Script Items and Data Items with a database. It
means, values from Script Items and Data Items can also be stored, achieved and obtained
from arbitrary database system (e.g. MS SQL Server, MS Access, Oracle, MySQL, etc.)

Note that:
This example enables creating of Historical Trends if the real process data values are stored
to a database with a timestamp.
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Script

function WriteTolG [(3H3mess) -
i
war myConhnect = 'Provider=Hicrosoft.Jet.OLEDE.4.0; Data Sou
war Connectobh] = new ActiveXObject (TADCDE. Connection®™):
war B3 = new ActiveXobhlject ("ADODE.ERecordset™) :
war sgl = "ZELECT * FROM GroupZMIList:™;
ConnectCh] . Open (myConnect) ;
R3.0peni(=sgql, ConnectCh]i, 1, 3, 01;:
RS, dddNew () ;
B3 (TegiMiText™) = ZMSmess:
R3("egTime3tamp™) = DatTim3G() :
B3 ("recGroupID™) = 1:
R3.Update () :
RE.Closel);
ConnectOb].Cloze () ;
}
w
£ >
MOTE: Uze Chrl pluz Tab to make paragraph indentation of the text af the script.

Figure 7: Example of a script: For reading/writing of data from/to database, it can be used for
instance ActiveX object entitled ADODB.Connection and ADODB.Recordset.

This example is very useful if a customer needs creating history of values (e.g. Data Iltems or
Script Items). The connection between a database system and SAEAUT SNMP OPC Server
via JScript is very simple, fast and effective solution.

@TIP of SAE-Automation, L.t.d.

The company SAE-Automation, L.t.d. offers also very interesting product called SAEAUT
SMS Service. This product enables sending/receiving SMS messages. The connection
between a database system of application SAEAUT SMS Service and SAEAUT SNMP OPC
Server via JScript is very simple, fast and effective solution.

This solution enables customers to be notified immediately by SMS messages if a real
process value (provided by SAEAUT SNMP OPC Server) was changed.

For more about this solution please read the corresponding SAEAUT SMS Service, sending
and receiving SMS from/to various applications.
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Example of using the SAEAUT SNMP OPC Server for data pre-
processing via JScript

In this example is shown a simple method how it is possible very easy to pre-process
received data from a SNMP agent (device) on the SAEAUT SNMP OPC Server side.

In this example we use the sysName (.1.3.6.1.2.1.1.5.0) SNMP variable that provides a
system name of a device (e.g. SAE25). The example will be realized as Data Item.

This example includes two following steps:
1. Processing of Data Item without using of scripts.
2. Processing of Data Item which uses the scripts.

The Data Item does not use any script for data pre-processing

The sysName_0 data item that is associated with above mentioned SNMP variable does not
use the script for pre-processing of received data (please see in the Figure 8). It means, the
OPC clients will be provided by the same value as a SNMP device (please see in the Figure
9).

Note that:
The Data Item value includes only original value from the SNMP device (please see in the
Figure 9).
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Figure 8:The sysName_0 data item does not use any script.
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Item ID Yalue Timestamp Qu...  Subquality | Limit
[#] MewDevice.mib_2.system, sysMame. sysMame_0  "SAEZS" (WT_BSTR) 07022010 14:23:27.775  Good  Mon-spec... Mot Limi...

Figure 9: The Data Item value includes only the original value “SAE25” from the SNMP
device.

The Data Item uses a script for data pre-processing

The sysName_0 data item that is associated with the mentioned SNMP variable uses a script
for pre-processing of received data (please see in the Figure 10). It means, the OPC clients
can be provided by the different value as a SNMP device (please see in the Figure 11).

Note that:
The Data Item value includes a static text prefix “Computer name: ” according to a user script
and the original value “SAE25” from the SNMP device. The Data Item value is more
valuable.
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Figure 10:The sysName_0 data item uses a script for preprocessing of data.

Item ID Value Timestarmp Qu...  Subg...  Limit
[¥] MewDevice.mib_z system.syshame,syshame_0  "Computer name: SAEZS" (WT_BSTR)  07/22/1014... Good  Mon-s...  MNokLi...

Figure 11: The Data Item value includes a static text prefix “Computer name: ” according to
a user script and the original value “SAE25” from the SNMP device. The Data Item value is
more valuable.

http://www.saeautom.sk, sae-automation@saeautom.sk, tel.:+421-(0)42-445 07 01, fax: +421-(0)42-445 07 02,
Address: Trencianskéa 19, 018 51 Novéa Dubnica, Slovakia




This example is very useful if a customer needs to customize an original Data Item value. It
means, the customer get more valuable data (results) which are already pre-processed
in JScript.

Global JScript variables in the SAEAUT SNMP OPC Server

Global JScript variables behave as standard global variables; it means they are visible and
usable in any defined JScript. They can store and pass data actually or previously read, and
thus enable processing over actual and historical data. Global JScript variables can be
defined as numerical, string and array variables. Especially global variables of array type
facilitate work with historical data.

Global JScript variables are listed in a TreeView in a folder called Global JScript variables
(please see in the Figure 12).
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Figure 12: An example of Global Jscript variable.

Script viewer in the SAEAUT SNMP OPC Server Configurator

The Script viewer allows you to show all script functions and variables which were written for
the current configuration. You can access the Script viewer box by choosing File = View
server script... in the main menu (please see in the Figure 13).
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/¢ Item SendEventEmail handler

function OnltemRead SendEventEmail (CnTime)

{

war TimWVal:

war ResVal:

war RetWVal:

war WshiNetwork = new ActiveXChiject( "UScript.Metwork™

TinWal = parzeTimel (OnTime) ;
FesVal = Right (TimWal,3):

if (ResWal == "S52s")

{
RetWal="THIZ I3 L TEST e-wzail! Dewvice " + WshMetwork.ComputerMame + " is runing actually yet " + TimVal;
SendMail ("janko.wmrkvickalsassutom.sk", """, "7, "Tarning”, RetVal) ;

i
else
{
RetWal="--———————— "
i

return RetVal:
i

function J3endMail (inTolList,inCelList,inBCclist, inSubject, inMsg)
i

war thelpp, theNameZpace, theMailltem:

war thelpp = new ActiveXOhject ("Outlook.ipplication™):

rar theMame3pace = thelpp.GetMaweSpace ("HLPIM™) .CurrentUser:
wvar theMailltem = thedpp.Createltem(l);

theMailItem.To = inToList:
thaeMadi 1 Trem 7 = inCeldiat . —

| b

Figure 13: Complete script for the current configuration of SAEAUT SNMP OPC Server is
displayed in the Script viewer.
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Downloads

In this section are listed links to important documents which relates with the SAEAUT SNMP
OPC Server.

SAEAUT SNMP OPC Server documentation (User's Guide)
http://www.saeautom.sk/download/help/saeaut snmp opc_server en.pdf

Using of the SAEAUT SNMP OPC Server for receiving Trap messages from SNMP
Agents
http://www.saeautom.sk/download/SAEAUT SNMP OPC Server receives TRAP

messages.pdf

Installation & Activation of the SNMP Service and SNMP Trap Service
http://www.saeautom.sk/download/install snmp service.pdf

SAEAUT SNMP Agent documentation (User's Guide)
http://www.saeautom.sk/download/help/saeaut snmp agent en.pdf

Elegant solution for the management of computer network
http://www.saeautom.sk/download/snmpopcserver _en.pdf

Monitoring of network infrastructure
http://www.saeautom.sk/download/monitoring_en.pdf

Configuring OPC and DCOM for OPC server and OPC client applications from SAE -
Automation, Ltd.
http://www.saeautom.sk/download/dcom config.pdf

Configuring DCOM for using OPC UA COM Wrapper with OPC servers from SAE -
Automation, Ltd.
http://www.saeautom.sk/download/opcuaforsaeproducts.pdf

Internet browser based OPC client
http://www.saeautom.sk/download/opc explorer.pdf

SAEAUT SMS Service, sending and receiving SMS from/to various applications
http://www.saeautom.sk/download/smsservice en.pdf

Disclaimer

The information contained in these pages is based on our testing and practices experience.
SAE — Automation, Ltd. and the authors of this document assume no responsibility for direct,
indirect, or consequential liability for its accuracy or suitability for a user’s particular
application. The reader is responsible for proper application to their particular situation.
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